Enabling Multi-Factor Authentication (MFA) for Parents
and Carers

At Rosebank College, the security of your family's personal information and access to school
systems is a top priority. Enabling Multi-Factor Authentication (MFA) adds an extra layer of
protection to your account, making it significantly harder for unauthorised users to gain access, even
if your password is compromised.

By activating MFA, you help safeguard:
e Your child’s academic and wellbeing records
e Personal contact details and communications
e Secure access to parent portals and administrative systems

MFA is quick to set up and only takes a minute.

How to Enable Multi-Factor Authentication (MFA)
Follow the steps below to enable MFA on your Rosebank College parent account.
Step |: Log in to Cloudwork.ID

. Visit https://rosebank-id.cloudworkengine.net/

2. Log in using your existing credentials
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https://rosebank-id.cloudworkengine.net/

Option 1: Enabling SMS Authentication

I. After logging in, select “Add phone number”

Other Multifactor Methods

Add CloudworkID MFA App
Add Authenticator App
Add Phone Number

2. Enter your mobile phone number and press Add

Add New Phone

Phone

0400111222

Add

3. You'll receive a verification SMS from Cloudwork

4. Enter the code from the SMS on the Cloudwork.ID page and press Add

Verify New Phone

Code

ENTER THE 6 DIGIT CODE YOUR RECEIVED ON YOUR PHONE HERE

Add
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Option 2: Enabling an Authenticator App

The below screenshot shows the process for using Google or Microsoft Authenticator, however any
third-party authenticator app will also work.

I. After logging in, select “Add Authenticator App”’

Other Multifactor Methods

Add CloudworklD MFA App

Add Authenticator App

Add Phone Number

2. Open your authenticator app on your mobile device and tap the ‘“+”’ icon

No SIM & GJ 2:38PM o (- SOS only & 2:39PM o (-

= Google Authenticator 2 @ = Authenticator +

Ready to add your
- first account?

Looks like there aren't any Google Authenticator .
codes here yet. Any Microsoft account or other type of

account you add will appear here.

Add a oge
Add account

Signin Already have a backup?
Restore your account.
Begin recovery
'.
(] )
GOOGLE AUTHENTICATOR MICROSOFT AUTHENTICATOR
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3. Select either “Scan a QR code” or “Other (Google, Facebook)” depending on your

app of choice:

S0S only = 2 2:38PM 2:39PM

= Google Authenticator 2 @ jild Sceount
T K OF A JNT ARE
= Personal account
= Work or school account
Other (Google, Facebook, etc.) 9
Looks like there aren't any Google Authenticator
codes here yet.
Enter a setup key
é Scan a QR code © ‘
GOOGLE AUTHENTICATOR MICROSOFT AUTHENTICATOR

4. Use your phone’s camera to scan the QR code displayed on the Cloudwork.ID page

Camera not working? Show Secret  Copy Secret

from your app below to make sure it worked.

Learn more about authenticator app

To add an authenticator app, open the app on your phone and scan the QR code above. Then enter a code
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5. A 6-digit code will appear in your app—enter this code on the Cloudwork.ID page and press
Add to complete the setup

SOSonly & 2:38PM =R 1 ‘ SOS only = 2:39PM

= Google Authenticator a ® = Authenticator

Rosebank College
Search...

Rosebank College: 033 629 G
422 633 &

A G

Authenticator Verified IDs

GOOGLE AUTHENTICATOR MICROSOFT AUTHENTICATOR

Code

ENTER YOUR 6 DIGIT CODE HERE

Add
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